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what is the password? 1234

I smack you down. Step off bitch.
yeonjae@hishome:~/Workspace/BL108%
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sudo apt-get install libnetl
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strings defcon17_BL_100

ote(f #=EE 271V

: This file is packed with the UPX executable packer http://upx.sf.net $
$Id: UPX 3.01 Copyright (C) 1996-2007 the UPX Team. All Rights Reserved. %
PROT_EXEC|PROT_WRITE failed.
fproc/se
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./defcon17_BL_100 &

HEE 27(iV) HOIE(m
yeonjae@hishome:~, , ./defconl? BL 180 &
[1] 7434
yeonjae@hishome:~/Workspace/BL108$ What is the password?

[1]+ Stopped ./defconl? BL 180

yeonjae@hishome:~/Workspace/BL188% ps
PID TTY TIME CMD

7350 pts/0 B88:00:00 bash

7434 pts/0 00:00:08 defconl7 BL 100
7435 pts/@ 00:00:00 ps

yeonjae@hishome:~/Workspace/BL108%

Filter: | | [ | Only Show Entries For My UID
PID uID Name i

| T436 1000 kio_file '

o

7405 1000 kio_thurmbnail

7403 1000 kio_trash

7397 1000 kdedd 8

- T | anncel |r & OK




SHR|ZH Z2MM7t 222X g2 4Lk A0 ot D]7]E ¢ SE/RAAHER. DI7IE =7 5H7] i M
o

AN
Lict. #iTate o s AeiS MASsies B ofx]

rr
o
(1]°)
02
ol
2
]
I3

$b7fo:1430(sd pop ebp ~ | Reghter &=
b7fs:1431|5a pop edx = T T 1~
b7fo: 1432|589 pop ecx
b7fs:1433|c3 ret Eax: fifffeco I
b7f9:1434|00 2e add byte ptr [esil, ch EBX: 00000000
b7fo:1436|73 68 “jnb Oxb7fol4a0 . Ecx: b7fsfooe
b7fg:1438|73 74 “inb 0xb7f9l4ae EDX: 00000400
b7f9:143a|72 74 “jb oxb7folabe EBP: bfssda44
b7f9:143c |61 popad EsSP: bfsedaca
b7f9:143d |62 00 bound eax, gqword ptr [eax] EST: b7f1@420
b7f9:143f |2e 68 61 73 58 08 push ox00587361 . Lofinaon ~
b7f9:1445|2e 64 79 6e “jns Oxb7folab7
b7fs:1449|73 79 “jnb oxb7folaca Bookmarks @ ®
b7f9:144b | &d insd
b7fg:144c |00 Ze add byte ptr [esi], ch
b7fo:144e |64 79 6 “jns Oxb7foldbf ~
ebp = bE8d444
asa || pe || cear
Data Dump (3 Stack =
bfes: daos|bfasdasa ~

0804£000-08051000 (x|
bfss: d408 | coooo4e0

bfes:d4oc |b7f6foo0
.. |bfss:d410|b7e84e03 return to b7es4eo03
© bfes:dala|b7fofffa
bfss:d412 | b7elbf4e return to b7elbfae
bfss:d4lc 00000000 '
bfss:d4zo |b7fefoeo

bfss:d424 | 00000400

0804:2000 00 00 00 00 00 OO OO QO OO OO0 OO OO0 OO 00
0804:e010 |00 00 00 00 OO OO OO GO QO GO 00 OO0 0O 0O
0804:2020 00 00 00 00 OO0 OO OO QO OO GO OO OO0 OO 00
0804:e030 |00 00 00 00 0O OO OO GO QO GO 00 0O 0O 0O
0804:2040 00 00 00 00 OO OO OO GO OO GO0 OO OO0 OO 00
0804:e050 |00 00 00 00 OO OO OO GO QO GO 00 OO0 0O 00
0804:2060 00 00 00 00 OO OO OO GO OO GO0 OO OO0 OO 00
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Ct. M, EDBAA "0l = -> Plugins -> BinarySearcher -> Binary String Search"&
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Ascii IWhat is the password? ]
UTF16 |fRMISE]2 RIS |

Hex I?-ﬂ 2069 F32N T4 6865 220 FOB61 F3 T3 FF 6F T2 64 3F]

0804c740
b7 f7r 0000

[l Skip Regions With Mo Access Rights

Case Sensitive

[l Show Results With This Address Alignment 4 Byte Alignment | = |
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StringSearcher -> String Search"Z 0|3l = ELI Cf.

Regions To Search:

Filter: | |
Start Address ~ End Address Permissions Name i
N —
08042000 08051000 |mwx

09267000 09288000 |rwx [heap]

b7db0000 b7db1000 |rwx v
Results:

0804chee: [*_]
0804c6ed: [J[*_]
0804c740: What is the password? .

0804cT757: visilooksgoodinhotpants
0804c7Ef: |, %d byte packets
0804cT81: CWR ECN V
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Close Help Find
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oi(p =HEE 2201V
fHDn]ap@hlSthE=“fWDTREDaCEf 06$ ./defconl? BL 100

You're nw daddy' S'n: you at the hacker swinger's club next week.
yeonjae@hishome:~/Workspace/BL100%
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o Ot mf(=Z==33)QIX| Lot 7| 2|8t 7| =X A} (strings, file, readelf, ...)
o mfZ o8 ol & AufZ (upx, ...)
s ZZMME wast2=0f 7| (&, ps, bg, ...)
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ELF File Format :: http://kldp.org/node/103483

EDB, Evan's Debugger :: http://linux-virus.springnote.com/pages /3512025
UPX :: http://en.wikipedia.org/wiki/Upx
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http://timhsu.chroot.org/2009/06 /defcon1 7wargame.html
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