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Name Description
'anrikey.nla

51al:l:Dn|:r:!Etdll

tuhnm-:.tn

Unicode.nls

urimon. dli QLE32 Extensions for Win32 Microso
USERS3Z.dI Windows XP USER APl Client... Microso
USERENY . 4l Usereny Microso
UsSP10, dll Uniscribe Ul'lll:l:ldl: script pro,.. Microso
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Location Technique
(where) (how)

static X X

Method

DebugActiveProcess
GetThreadContext
SetThreadContext

A) Debug
(Interactive)
Process
Memory 1) IAT B-1)
2) Cade Independant CreateRemoteThread
dynamic | 00000000 3) EAT Code

e B) Injection
JFFFFFFF (stand
alone)

Registry (Applnit_DLLs)
BHO (IE only)

B-2) DLL file

SetWindowsHookEx

CreateRemoteThread

API Hooking Tech Map
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OpenProcess ()
Process A . Process B

HANDLE CreatChicmorelhrzad |
HANDLE HProceSS,
LPSECURTY ATESIBUTES Iniecti
njection
IpThreadAtinbutes, J
[ZE_T detackSize

IpStartAddress,

O IpParameter,
WORD) UyiCreationriags, GetProcAddress()

PDWORD! IpThreadld

&LoadLibrary ()

kernel32.dll

VirtualAllockEx ()
WriteProcessMemory ()
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2 dwPID = =2 M| A 2| PID (Process ID) Zt
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@ CH
2 hProcess £ CIXIZ Al
2 dwBufSize = strlen(DLL S| A2 )+ 1

@ Debug API
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3 |_‘_H)k|- E_%Aﬂéoﬂ StC S

S = ==l

# hProcess, IpParameter & 91X}
# szDlIIName & DLL | A=
# dwBuUfSize = strlen(DLL2| A= )+ 1

@ Debug API
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#4. IpStartAddress = (LPTHREAD_STARIEROWANNER
GetProcAddressis / (o]l r;}; "

@ kernel32.dll LHE 2| LoadLibraryA et
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@ CHA Z Z M| A0| A LoadLibraryA

IpParameter o] A0]&l A=Z2
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address | Hex dumn
08481298 |3

B a 12910
aaLa1293
88481296
AgLA1299
8848129C
aaLe12a1
88481204
aaLa12Aa7
884 812A8
aaLe12AB
88481288
a8L 81283
aaLB12BA
884 812BD
8L 812BE

18

a8
890424
EE BFBGHOOA
8945 FC
8B4 FC
LA
8908424
EE ABBGOOBA
8945 F8
C745 F4 8888
8BLS FC
48
894424 08




// inject-bf.c (Dl1Main)

typedef char* (*INJECTED_FUNC)(char*);

INJECTED _FUNC GetValue = NULL,
char* retValue = NULL;

GetValue = (INJECTED FUNC)0x401290;
retValue = GetValue (str);
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1,!; Accent £IP Password Recoven

File  Search  Options setup  Help

[nfarmation windaw:

File: CATEMP] . zip
Size: 1653 bytez

Document: WinsipdaE S

+ File iz pazsword protected to open
FPazzword recoveny statistics zaved time [date]: 15:09 [13.05.2010)
Fazzword length iz 6 characters. Pazswords to process: b7 676 918 206
FPazzword: ad0d3G06G. Speed: 1 140 827 pazszec. Time remaining: 14 hour(z] 2
rnirute] )

g;t:!}ei: Please wait. Password recoverny is in process. You can interupt this iIlZip /AES ( 1 28bit)

14 A|ZF 2 &

i) AccentSoft Team, 2010 Ultimate Edition
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/ | bruteforce.h

#define MIN 1

#define MAX 10

#define CHARSET "abcdefghijklmnopqrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789!@#$%N&*()-_=+[1{};:,.<>/2~ "

/ | bruteforece.c
int finished (char* block, char* charset, char* templ);
void increment (char* block, int len,
char* charset, char* templ);
void chunk (int start, int end,
char* charset, char* templ, char* startblock);
int StartBrute (int min, int max);
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Questions ??
Comments ??
Ideas ?2?
email me

614ck3y3 at gmail.com
http://hisjournal.net/blog
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