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Code Replace

Options

Application Infarmation % Enable CodeReplace Technology
Protection Options
Zode Replace Functions to remove using the CodeReplace Technology:

Yirbual Machine Function: 0 --- Skart: 0x00401420 --- Stop: 0x00401427 --- Executions: 1
Customized Dialogs Function: 1 --- Skark: 0x00401260 --- Skope 0:004012C6 --- Executions: 1

fdvanced Cpkions
#Bundler

| Select Functions Frarm MAP File

f? Read functions automatically

1@ Code Replace Assembly code inside Function: [ ] Force simulation before protection

i@l SecureEngine Macros ooodolzZa0h: push  ebp ~
oood0lzellh: mov ecx, dword ptr [000405115h]
000401267h: mow ebp, esp

000401269h: pop ebp

oo040lZeab: jmp eox

ooo4aolzach: lea esi, [esi4+000000000R]

0a0danlz70h: I:I'LlSh E]’JI:I DRLII'I with parameters

| £

/% Start Simulation |
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00080003
00080005
00080006
0ooa0008
0oCa0009
00080004
0ooa0008
00D8000E
0oDa0011

ooDaoo13
oooaoo18
0008001 A
0oDa001E
0oDap01 D
0oDa00E
0ooa001F
0o00a0020
00080026
0o0a0029
0oDao0zF
0oDapoa2
00080033
00080038
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Stolen instructions from kernel32!CopyFileA

MOV EDILLEDI
FUsSH EBP
MOV EBP.ESP
PUSH ECX
PUSH ECX
FPUSH ESI
PUSH DWORD PTR 55:[EEP+8]
JMP SHORT 00080013

INT 20

PUSH TCB30063 ;return EIP
MOV EDILEDI

\/

PUSHEEP

MOV EBP.ESP

PUSH ECX

PUSH ECX

PUSH ESI

MOV EAX. DWORD PTR F5:[18]
PUSH DWORD PTR 55 [EBP+8]
LEA ESILDWORD PTR DS:[EAX+BFE]
LEA EAX, DWORD PTR 53 [EBP-8]
PUSH EAX

FPUSH 7CBOEZBF

RETN

Actual kernel32!CopyFileA code

7CB30053 MOV EDILEDI

7C830055 PUSH EBP

7C830056 MOV EBP,ESP

7C830058 PUSH ECX

TC830059 PUSH ECX

7Ca30054 PUSH ESI

7C83005E PUSH DWORD PTR 55:[EBP+8]
7CB3005E CALL kermnel32.7CBOEZ2A4
TCR30063 MOV ESIEAX

7CB30065 TEST ESLESI

TCB30067 JE SHORT kernel32.7CB300A6
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Options

E] Application Information
Protection Opkions

EJ code Replace

Yirbual Machine

B3 customized Dialogs
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&) Protection Options
& Protect MNow

N

Protection Options

Anti-Debugger Detection
Ly
Anti Dumpers

(ﬁj Enable Protection

| Advanced W |

Entry Point Obfuscation
@:Iz:' Enable Protection

Resources Encryption

Advanced API-Wrapping

_ Lewel 1 f‘c

Disable
Anti-Pal

Level 2

| Mane w

Metamorph Security

L
d? Enable Protection

Menmory Guard
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Protection Options

Compression
- Application
Resources
SecureEngine

Monitor Blockers
# Files Manitors
4 Registry Manitars

Delphi/BCEB Form Protection

@ SecureEngine Technology 'EE.«B Enable Encryption m Enable Protection } Enable Protection
¥MWare, Yirtual PC When Debugger Found
@ Compatible w |Displa';.-' Message W |
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ojE 1
‘o Y
PUSH EAX
PUSH EDX
RDTSC
POP EDX
POP EAX

€ 4

PUSHFD
POPFD
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NOP PUSH EAX

NOP PUSH EDX

NOP PUSH EAX

NOP PUSH EDX

JMP 044704CF JMP 044704CF
NOP RDTSC

NOP PUSHAD

NOP POPAD

NOP POP EDX

NOP POP EAX

NOP RDTSC

JMP 044704E5 JMP 044704E5
NOP POP EDX

NOP POP EAX
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revealapi.py

from immlib import *
def main (args):
Imm = Debugger ()

eip = orig_eip = imm.getRegs ()['EIP']
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revealapi.py

while (eip < 0x10000000 and limit):
opcode = imm.Disasm (eip)

if (opcode.isJmp () or opcode.isConditionalJmp () or opcode.isCall ()):
eip = opcode.getympAddr ()

elif opcode.isRet ():
return "API was NOT found. Maybe here is a local func."

else:
eip = eip + int (opcode.getSize ())
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THANK YOU !

"The Art of Unpacking_ by Mark Vincent Yason

"Design and Implementation of Virtualized Code
Protection(VCP) For Anti-Reverse Engineering by 0| 2 &l

"GRAY HAT PYTHON by Justin Seitz
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