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순서

Themida Themida 소개소개

API API 리다이렉트 분석리다이렉트 분석

스크립트 작성스크립트 작성



Themida 소개



Oreans 
Technology

상용 프로텍터

149 € = 225,747 원
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http://www.virustotal.com/stats.html
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코드 가상화

The Art of Unpacking





API 리다이렉트

The Art of Unpacking





API 리다이렉트 분석



정상적인 루틴과 비교



리다이렉트

Demonstration



난독화

PUSH EAX
PUSH EDX
RDTSC
POP EDX
POP EAX

PUSHAD
POPAD

PUSHFD
POPFD

패턴 1

패턴 2

OR



난독화

NOP
NOP
NOP
NOP
JMP 044704CF
NOP
NOP
NOP
NOP
NOP
NOP
JMP 044704E5
NOP
NOP

NOP
NOP
NOP
NOP
JMP 044704CF
NOP
NOP
NOP
NOP
NOP
NOP
JMP 044704E5
NOP
NOP

PUSH EAX
PUSH EDX
PUSH EAX
PUSH EDX
JMP 044704CF
RDTSC
PUSHAD
POPAD
POP EDX
POP EAX
RDTSC
JMP 044704E5
POP EDX
POP EAX

PUSH EAX
PUSH EDX
PUSH EAX
PUSH EDX
JMP 044704CF
RDTSC
PUSHAD
POPAD
POP EDX
POP EAX
RDTSC
JMP 044704E5
POP EDX
POP EAX



스크립트 작성



revealapi.py

from immlib import *

def main (args):

imm = Debugger ()

eip = orig_eip = imm.getRegs ()['EIP']



revealapi.py

while (eip < 0x10000000 and limit):
opcode = imm.Disasm (eip)

if (opcode.isJmp () or opcode.isConditionalJmp () or opcode.isCall ()):
eip = opcode.getJmpAddr ()

elif opcode.isRet ():
return "API was NOT found. Maybe here is a local func."

else:
eip = eip + int (opcode.getSize ())



Demonstration

revealapi.py



THANK YOU !
「The Art of Unpacking」 by Mark Vincent Yason

「Design and Implementation of Virtualized Code 
Protection(VCP) For Anti-Reverse Engineering」 by 이용일

「GRAY HAT PYTHON」 by Justin Seitz
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